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The rapid expansion of textual data in cloud environments presents significant challenges for
managing large-scale storage systems. Data deduplication has become a valuable strategy for
reducing storage requirements, but it also introduces security concerns. This paper presents a
deduplication method specifically designed for textual data, utilizing a client-side approach to achieve
high compression rates while ensuring data security. Our method is designed to resist side-channel
attacks, enhancing overall security. Through experimental evaluations, we demonstrate how this
approach significantly reduces storage demands while maintaining data confidentiality. This
efficiency can lead to substantial cost savings and improved performance in large-scale data
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INTRODUCTION

Data deduplication is a powerful technique that optimizes
storage by eliminating duplicate files or data blocks, ensuring
that only unique data is stored. Instead of saving multiple
copies of identical files, a single instance is kept, and
references are created for duplicate occurrences. This method
is particularly beneficial in cloud storage environments, where
vast amounts of data are continuously uploaded and managed.
In backup applications, deduplication can reduce storage
requirements by up to 90-95%, while in standard file systems,
reductions of up to 68% are achievable. Deduplication
techniques vary based on granularity and implementation. At
the granularity level, the three primary methods include file-
level, fixed-size block, and variable-sized block deduplication.
File-level deduplication removes exact duplicate files, while
fixed-size block deduplication divides files into uniform
blocks and eliminates redundant ones. Variable-sized block
deduplication, on the other hand, adapts chunk sizes
dynamically to identify duplicates, but it requires additional
metadata management and may lead to hash collisions. Among
these, block-level deduplication is generally more effective, as
it can detect duplicate data even if it appears in different files
or locations within a system. Deduplication can also be
categorized by its execution method: server-side or client-side.
Server-side deduplication occurs on the cloud server, reducing

the need for users to process data locally. However, this
approach may not fully address communication overhead.
Client-side deduplication, in contrast, takes place on the user’s
device before data is uploaded to the cloud. By detecting and
removing duplicates before transmission, this approach
minimizes bandwidth usage. However, it also introduces
security risks, such as side-channel attacks and potential data
leaks. Traditional deduplication (Classic Deduplication, CD)
primarily focuses on identifying and removing duplicate files,
which can be inefficient when files contain similar but non-
identical content. To address this limitation, Generalized
Deduplication (GD) has emerged as an improved approach.
GD extends traditional deduplication by recognizing and
eliminating similar, rather than identical, data chunks. This
reduces storage requirements more effectively, eliminates
unnecessary redundancy, and enhances data management
efficiency.

CONTRIBUTION

This paper proposes an advanced deduplication method
tailored specifically for textual data, integrating existing
frameworks to enhance both storage efficiency and security.
Our approach introduces multiple key contributions to address
the challenges associated with secure deduplication in cloud
environments.  Firstly, Client-Side = Deduplication is
implemented to minimize redundant data transfers and
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optimize bandwidth utilization. By performing deduplication
before data is uploaded to the cloud, this method significantly
reduces communication overhead, mitigates potential data
leakage risks, and enhances data processing speed. Unlike
server-side deduplication, our approach ensures that sensitive
information remains encrypted before transmission,
eliminating the need for cloud servers to process raw data.
Secondly, Data Security remains a fundamental aspect of our
framework.

We employ a hybrid encryption mechanism that safeguards
data confidentiality throughout the deduplication process. This
is  particularly  beneficial for  resource-constrained
environments such as IoT systems, mobile devices, and edge
computing applications, where security and efficiency must be
balanced without compromising performance. Our method is
also designed to withstand potential side-channel attacks,
offering an additional layer of resilience against unauthorized
access.

Lastly, Load Balancing and Scalability are key considerations
in our design. To optimize system performance, deduplication
tasks from multiple clients can be offloaded to a dedicated
deduplication server. This distributed processing approach
helps balance the computational load, alleviating strain on
both client devices and cloud infrastructure while maintaining
an efficient storage management system. By reducing
redundancy and improving storage allocation, this approach
contributes to overall cost reduction in cloud-based storage
services.

The remainder of this paper is organized as follows: Section II
presents the Proposed Design and underlying system models
that support our deduplication framework. Section III
elaborates on the Methodology and Implementation, detailing
the encryption and deduplication mechanisms. Section IV
discusses the Performance Metrics, evaluating the impact of
our approach on storage efficiency and security. Section V
assesses Security Considerations, addressing potential
vulnerabilities and mitigation strategies. Section VI explores
techniques for Preventing Information Loss during
deduplication. Section VII provides Experimental Results and
Evaluation, demonstrating the effectiveness of our approach in
real-world scenarios. Section VIII reviews related work,
comparing our framework to existing deduplication strategies.
Finally, Section IX presents our Conclusion and Future
Directions, summarizing our contributions and outlining
potential areas for further research.

PROPOSED DESIGN: The design of the Secure Text
framework ensures that encrypted textual data is deduplicated
efficiently without exposing sensitive information. The
workflow begins with the initial step of data splitting, where
input files are divided into smaller blocks. These blocks
undergo encryption using both AES and Triple DES, providing
a dual-layer security mechanism. A Cyclic Redundancy Check
(CRC) is then computed to maintain data integrity and detect
any unauthorized modifications. Before storing the encrypted
data in the cloud, the system checks for duplicates by
comparing encrypted blocks. If an identical encrypted block
already exists, duplication is prevented, thereby optimizing
storage space. In cases where no duplicate is detected, the
unique encrypted block is securely stored in the cloud. The
sequence of these operations ensures minimal redundancy,
optimized storage utilization, and secure data handling.
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Fig 2. Sequence Diagram of proposed work

The sequence diagram illustrates a secure file-sharing process
between clients and a cloud server, facilitated by an
administrator. The process begins with Client 1 initiating a
registration request to the cloud server. Upon receiving this
request, the cloud server processes the registration and
activates Client 1. Once activated, Client 1 uploads a file to the
cloud, where it undergoes an encryption process before being
stored. After a successful upload, a confirmation is sent back
to Client 1. At a later stage, Client 2 submits a request to
download a specific file stored on the cloud. The cloud server
processes this request by generating a secure key necessary for
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file decryption and sending it to the administrator for
validation. The administrator then forwards the key to Client
2. Upon receiving the key, Client 2 downloads the requested
file from the cloud and decrypts it using the provided key,
enabling them to access the file securely.

Proposed Approach: The methodology of the Secure Text
framework consists of multiple phases, each ensuring secure
and efficient data deduplication. In the User Registration and
Authentication phase, users first provide credentials such as
username, password, and email, which are securely stored in a
database. The system employs secure authentication
mechanisms to validate user identity before granting access.
This step is crucial for ensuring that only authorized users can
interact with the system. The next phase is File Upload and
Encryption, where users upload textual data files to the
system. Before storing the files in the cloud, they are
encrypted using a hybrid approach combining AES and Triple
DES algorithms. This encryption ensures that even if a file is
duplicated, the stored data remains protected from
unauthorized access. The encryption process follows the below
steps:

Once encrypted, the Deduplication Mechanism is activated.
The system extracts a unique hash from the encrypted file
blocks and checks against the database to identify duplicates.
If a duplicate exists, only a reference to the original encrypted
block is maintained rather than storing the file again. The
deduplication process is outlined below:

Auditor
File Upload File Upload
g Integrity Audit P
Integrity Audit
Cloud Clients Cloud Servers

Fig 3. Proposed Model Architecture

Finally, the File Download and Decryption phase allows
authorized users to retrieve stored data. When a user requests a
file, the system decrypts the encrypted data by reversing the
encryption process. This end-to-end encryption and
deduplication process guarantees security and efficiency in
cloud storage environments.

ALGORITHM DEVELOPED AND IMPLEMENTED:
The Secure Text framework incorporates several key
algorithms to achieve secure deduplication. The Database
Connection Algorithm, implemented in the DBconnection
class, establishes a connection to a MySQL database using
JDBC, enabling efficient database operations. The FTP File
Upload Algorithm, implemented in the Ftpcon class, facilitates
secure file uploads to a remote FTP server using the Apache

Commons Net library. This method ensures reliable file
transfer and prevents data loss during transmission.
Additionally, the Email Notification Algorithm, implemented
in the MailSender class, allows the system to send automated
notifications using the JavaMail API. This feature enhances
user interaction by notifying users about key actions such as
successful file uploads, retrievals, and authentication alerts.
The Secure Text framework incorporates several key
algorithms to achieve secure deduplication and encryption.
The following sections outline these algorithms in detail.

Database Connection Algorithm

Load the JDBC Driver Class.forName()

d

Open a database connection using

Dri\'er}Ianage r.fe(Counc etion()

Create a statement
DriverManager.getConncetion()

|

Execute SQL Statements
Query/Insert/Updates

|

Process Result Set.

!

Close Database connection

Fig 4. Algorithm: Database Connection

The Database Connection Algorithm, implemented in the
DBconnection class, establishes a connection to a MySQL
database using JDBC. This enables efficient interaction with
the database for storing and retrieving metadata related to file
deduplication and encryption. The algorithm is outlined below:

FTP File Upload Algorithm: The FTP File Upload
Algorithm, implemented in the Ftpcon class, enables secure
file uploads to a remote FTP server. It ensures reliable file
transfer and prevents data loss. The steps are as follows:

Initialize an FTP client object.

!

Connect to the FTP server using
client.connect” fip drivehg.com™).

|

Authenticate with the server using credentials.

L

Switch fto paszive mode for better connectivity.

|

Open the file az an input stream and wpload it to the

SRTVEr.

Cloze the file stream and legout from the FTIP server.

Fig 5. Algorithm: FTP File Upload
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Secure Deduplication Mechanism: To reduce storage
overhead, client-side deduplication is implemented, ensuring
that identical encrypted data blocks are stored only once. The
deduplication process works as follows:

Compute a cryptographic hash (SHA-156) for the
encrypted file block.

v

Check the hash against the database to detect

duplicates.

If 2 matching hash is found, reference the existing block
instead of uploading the file.

l

If no match is found, store the new encrypted block in the
cloud storage.

Fig 6. Client-Side Deduplication

AES and Triple DES Encryption and Decryption
Algorithm: The encryption mechanism enhances data
confidentiality by employing AES and Triple DES encryption
before file storage. The encryption steps are outlined below:

Accept the input text file from the user

!

Convert the text data into byte format.

Encrypt the byte data using AES encryption.

|

Apply Triple DES encryption to the AES-encrvpted data for an
additional layer of security.

!

Encode the encrypted byte data into a Base64 format for secure

storage.

Store the encrypted file securely in cloud storage.

Fig 7. AES and Triple DES Encryption

The decryption process retrieves and restores the original file
when accessed by an authorized user. The decryption steps are
as follows:

Email Notification Mechanism: To enhance user interaction,
the MailSender class is implemented to notify users about
important system events such as file uploads, authentication
success, and deduplication reports. The notification
mechanism follows these steps:

Retrieve the encrypted file from clound
storage.

v

Convert the Base64 encoded data back to byte format.

|

Decrypt the data using Triple DES decryption.

!

Apply AES decryption to fully recover the original file
content.

|

Convert the decrypted byte data into human-readable text.

!

Provide the decrypted file to the user for download

Fig 8. AES and Triple DES Decryption

Initialize the email session with SMTP properties.

l

Authenticate using valid email credentials.

l

Compose the email with the required subject and message body.

l

Send the email using Transport.send().

l

Handle any errors and confirm email delivery status.

Fig 9. Email Notification

These algorithms together ensure that the Secure Text
framework achieves robust encryption, efficient deduplication,
and seamless communication, providing a secure and
optimized cloud storage solution.

RESULTS

User Registration and Login
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Fig 11. User Login

o User Registration: This step allows new users to create an
account by providing their details (username, password,
email, etc.). The information is securely stored in the
database, ensuring that user credentials are protected.
Testing will involve:

o Verifying that new users can successfully register.

o Checking that the system prevents duplicate usernames
and validates input fields (e.g., email format).

o Ensuring that user data is correctly stored in the
database.

e User Login: Existing users log into the system to access
file management functionalities. This process involves:

o Validating user credentials against the stored data in the
database.

o Testing for successful login and redirection to the
appropriate user interface.

o Ensuring that incorrect credentials result in appropriate
error messages without exposing sensitive information.

File Upload and Encryption
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Fig 13. Encrypted File

o File Upload: Users provide files to the system for storage
and management. This process includes:

e Testing the upload functionality with various file and sizes
to ensure compatibility.

e Verifying that the system correctly handles file uploads,
including error handling.

e Ensuring that uploaded files are encrypted using AES and
Triple DES before being stored in the database.

e Encryption Process: After a file is uploaded, it undergoes
encryption. Testing will involve:

e Verifying that the encrypted file can be decrypted
accurately, restoring the original content without loss or
corruption.

e Checking that unauthorized access to the encrypted files is
prevented, ensuring data security.

File Download and Decryption

Uipload [ ﬂ =

Fig 14. File Download of encrypted file

File Download: Users can download their uploaded files. This
process includes:

e Testing the download functionality to ensure that users
can retrieve their files without issues.

e Verifying that the downloaded files are decrypted
correctly and match the original files.

e Ensuring that the system logs download activities for
auditing purposes.

File Decryption: Users can Decrypt their or others uploaded
files. This process includes:

e Requesting for the public and private key from the owner
of the file

e Entering the key obtained from the owner both public and
private key.

e The requested data can be decrypted using both the key
and view the file content.

DISCUSSION

The experimental results demonstrate the effectiveness of the
proposed deduplication method in reducing storage overhead
while maintaining data confidentiality. By implementing
client-side deduplication, the approach successfully minimizes
communication overhead and prevents data leaks. The dual-
layer encryption mechanism, using AES and Triple DES,
enhances security and prevents side-channel attacks. Load
balancing through a dedicated deduplication server
significantly improves system efficiency and reduces strain on
cloud servers. Performance evaluation shows a substantial
reduction in storage space and faster data retrieval times
compared to  traditional deduplication  techniques.
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Furthermore, the system's ability to detect and eliminate
duplicate textual data blocks contributes to cost savings and
optimized cloud storage management.

CONCLUSION

In this paper, we proposed a secure deduplication method for
textual data in cloud environments. By leveraging client-side
deduplication and hybrid encryption, our approach ensures
data security and reduces communication overhead. The use of
a dedicated deduplication server for load balancing further
enhances system performance and efficiency. Experimental
evaluations demonstrate significant storage space reduction,
improved data retrieval speed, and robust protection against
data leakage. This framework is particularly beneficial for
resource-constrained environments like IoT systems and edge
computing applications. Future work will focus on enhancing
the deduplication mechanism to handle dynamic data updates
and integrating blockchain technology for secure access
control.
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