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The proliferation of internet access, encompassing nearly 60% of the global population, has ushered 
in an era of unprecedented connectivity and information exchange. However, this digital revolution is 
marred by a significant challenge: a substantial portion of internet users lacks the fundamental 
knowledge and awareness necessary to navigate online risks securely. This paper addresses the urgent 
need to bolster network security in academic institutions through user education and awareness 
programs. Drawing from a comprehensive study, we assess the impact of these initiatives on students, 
faculty, and staff. We find that while awareness and participation levels vary, these programs have 
positively influenced network security awareness and practices. Notably, they have increased 
awareness of potential threats, improved incident reporting, and reduced phishing attempts. However, 
challenges persist, including the need for more extensive and dynamic program delivery. This paper 
contributes valuable insights into the critical role of user education and awareness programs in 
fortifying academic network security and fostering a culture of cyber resilience. 
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INTRODUCTION 
 

In the age of digital transformation, academic institutions have 
emerged as prime targets for cyber threats. With the pervasive 
integration of technology in education, the protection of 
sensitive data, research findings, and the continuous operation 
of academic activities hinge on robust network security. 
However, the labyrinthine landscape of cybersecurity is 
fraught with vulnerabilities, many of which are rooted in the 
actions of the very individuals entrusted with safeguarding 
these institutions: students, faculty, and staff. Recognizing that 
people are often the weakest link in the cybersecurity chain, 
there is a pressing need to focus on the human dimension of 
network security. This paper delves into the paramount role of 
user education and awareness programs in fortifying the 
digital defenses of academic institutions. In this multifaceted 
exploration, we uncover the prevailing awareness of user 
education programs within academic institutions, discerning 
the extent of user participation in these programs, and gauge 
the perceived effectiveness of these initiatives. Additionally, 
we delve into the familiarity of academic network users with 
common vulnerabilities and best practices in network security.  
 

 
Through an assessment of user confidence in identifying and 
addressing security vulnerabilities, we explore the nuances of 
user preparedness in tackling potential threats. Finally, we 
scrutinize the observed positive changes in network security 
practices and the adoption of new security measures 
attributable to user education and awareness programs. The 
elucidation of these facets not only provides a comprehensive 
understanding of the current state of user education in 
academic institutions but also equips stakeholders with 
valuable insights to bolster network security. 
 
Problem statement: The expanding global access to the 
internet, which now encompasses nearly 60% of the world's 
population, represents an unprecedented era of connectivity 
and information exchange (Johnson, 2021). However, this 
widespread digital engagement is shadowed by a significant 
issue: a vast number of internet users lack the fundamental 
knowledge and awareness necessary to navigate online risks 
safely. Alarmingly, a substantial portion of these users has 
never engaged in cybersecurity education or training programs 
(Aiken, 2019). This deficiency in education, awareness, and 
training contributes to the escalating challenges in the 
cybersecurity landscape, including vulnerability to an 
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increasing tide of cybercrimes and the persistence of poor 
password practices. A projection indicates that the global costs 
of cybercrime, inclusive of data damage and destruction, may 
reach an astronomical US$10.5 trillion annually by 2025 
(Morgan, 2020). These staggering figures underscore the 
urgency of implementing initiatives aimed at enhancing 
cybersecurity education, raising awareness, and addressing 
emerging threats through effective training at a national level. 
 
In this era of global internet diffusion, the responsibility for 
ensuring cybersecurity increasingly falls on the shoulders of 
individual users. While some users possess the knowledge 
required to protect themselves and contribute to the security of 
others, a considerable portion remains uninformed about the 
intricacies of cyber threats and lacks essential protective 
measures (Shillair et al., 2015). For instance, a survey of US 
households revealed that while 75% of respondents could 
identify a strong password, only 13% understood the 
functionality of a virtual private network (VPN), and a mere 
10% could recognize an example of multi-factor 
authentication (Olmstead and Smith, 2017). Given the 
prevalent lack of awareness regarding basic cybersecurity 
precautions, there exists a compelling global need to enhance 
educational offerings, raise awareness, and provide accessible 
training opportunities in the realm of cybersecurity. In 
response, various nations, including the United States and the 
United Kingdom, have initiated long-term efforts to model the 
potential impact of national-scale cybersecurity education and 
awareness programs (Clark et al., 2014; Coventry et al., 2014). 
 
Objective: The objective of this study was to examine the 
impact of user education and awareness programs on 
enhancing network security in academic institutions, with a 
focus on addressing common vulnerabilities and promoting 
best practices among students, faculty, and staff. 
 
Literature Review: A study by Shillair (2022) explores the 
expanding use of the internet globally and the associated risks, 
such as poor cybersecurity practices, emphasizing the 
importance of education and awareness programs. With nearly 
60% of the world's population actively using the internet, 
many lack awareness of online risks and have never 
participated in cybersecurity education or training initiatives. 
The potential economic growth linked to accessible 
information and communication technologies also comes with 
security vulnerabilities, raising questions about how to 
enhance cybersecurity. The individual user increasingly bears 
responsibility, yet many lack knowledge about threats and 
protection measures. Initiatives to improve cybersecurity 
education, awareness, and training are crucial, with examples 
from national efforts in the US and the UK. Despite the 
importance of such initiatives, empirical evidence of their 
impact is often lacking. This study aims to fill this gap, 
providing empirical support for the positive impact of 
national-level cybersecurity education, awareness, and training 
efforts. Using the Cybersecurity Capacity Maturity Model for 
Nations (CMM), the research examines initiatives in 80 
nations and reveals the maturity levels of cybersecurity 
education, awareness raising, and training programs. Although 
these initiatives have shown positive effects, challenges 
remain, particularly in low-income nations, where maturity 
levels tend to be lower. Further qualitative analysis of selected 
nations' CMM reports provides insights into the deployment of 

these initiatives. Richardson et. al.(2023) conducted a study 
discussing the critical role of human factors in the domain of 
information security, asserting that people are often the 
weakest link in this chain. The authors aptly stress the 
importance of addressing this human dimension and highlight 
the need to cultivate employee awareness in information 
security. Information security awareness, defined as the extent 
to which employees grasp the significance and repercussions 
of internal information security protocols, is positioned as a 
pivotal factor in reducing the risk associated with human 
behaviors. The Scholars consistently presents awareness and 
training as the two most potent measures to mitigate the 
human-centric aspects of information security risk. 
Recognizing the dynamic nature of information security 
awareness, the discussion places this process within the 
broader context of cultivating a positive security culture. 
Richardson et. al.(2023) notably asserts that success or failure 
in managing information security is heavily contingent on the 
actions and behaviors of human users. In schools and 
educational settings, for instance, security breach incidents are 
intricately tied to user actions, highlighting the human factor's 
significance. To mitigate these risks effectively, the literature 
advocates for the implementation of comprehensive awareness 
programs among all employees. These programs are portrayed 
as dynamic processes integral to promoting a positive security 
culture and enhancing information and data protection (Da 
Veiga (2019); Hadlington (2017); (Safa, von Solms, & Futcher 
(2016)). 
 
A study by Tudosi et. al. (2023) provides crucial insights into 
the presence and significance of common network security 
vulnerabilities within an open-source firewall. It underscores 
the urgency of addressing these vulnerabilities due to their 
potential exploitation despite the inherent efficiency of the 
firewall. Regular security audits are highlighted as essential, 
considering the perpetual emergence of new threats, 
emphasizing the importance of vulnerability identification for 
preemptive action. The structured audit process and the 
necessity for ongoing updates demonstrate the dynamic nature 
of cybersecurity. Additionally, while proposing a distributed 
firewall solution, the literature indirectly emphasizes the value 
of advanced security measures in vulnerability management. 
Altogether, the scholars lay the foundation for recognizing the 
importance of user education and awareness programs in 
mitigating these vulnerabilities by educating stakeholders and 
fostering a proactive cybersecurity culture within academic 
institutions. 
 

METHODOLOGY 
 
The methodology employed in this study incorporates a 
mixed-methods approach to comprehensively investigate the 
impact of user education and awareness programs on network 
security in academic institutions. Initially, a quantitative 
method was utilized to gather data through an online survey 
(Google forms questionnaires). This quantitative data was 
subsequently analyzed using descriptive statistics, allowing the 
researcher to assess the levels of awareness, effectiveness, and 
changes in network security practices among respondents and 
presented using percentages and statistical findings. 
Additionally, qualitative elements were incorporated for an in-
depth understanding, through open-ended survey questions 
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included in the google form. These qualitative insights enabled 
a nuanced exploration of respondents' experiences and 
perceptions of user education programs. The combination of 
quantitative and qualitative approaches ensures a well
investigation into the complex dynamics of network security 
education in academic settings. Data was collected from 41 
respondents that included faculty members, IT staff and IT 
Students.  
 
Findings 
 
Section 1: User Education and Awareness Programs
 
Awareness of user education programs
sought to know from the respondents about their awareness of 
the user education and awareness programs related to network 
security offered by their academic institution and the results 
are shown below: 
 

 
The study shows that a small propor
respondents expressed being very aware of the user education 
and awareness programs related to network security offered by 
their academic institution. This group is likely to be well
informed about the available resources and initiatives. T
awareness reflects the effectiveness of communication 
strategies and the potential impact of these programs.
majority (46.3%) of respondents indicated being somewhat 
aware of the user education and awareness programs. This 
suggests that a significant portion of the academic community 
has some level of knowledge about these initiatives. While this 
group may not have in-depth knowledge, their awareness still 
contributes to fostering a culture of security consciousness.
Approximately 41.5% of respondents reported not being aware 
of the user education and awareness programs related to 
network security. This group represents a sizable portion of 
the academic community that may be missing out on valuable 
resources and information. Their lack of awareness 
concerns about the reach and effectiveness of communication 
efforts. 
 
User Education and Awareness Programs
sought to find out which of the provided user education and 
awareness programs have respondents participated in or are 
familiar with and the results were shown below:
shows that around 17% of respondents have participated in or 
are familiar with cybersecurity workshops or training sessions. 
This program has a relatively lower level of participation 
compared to others. However, it is notable that nearly half of 
those who engaged in these workshops reported a positive 
impact, which suggests that this interactive approach is 
effective in promoting awareness. 
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resources and information. Their lack of awareness raises 
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User Education and Awareness Programs: The researcher 
sought to find out which of the provided user education and 
awareness programs have respondents participated in or are 

ar with and the results were shown below: The graph 
shows that around 17% of respondents have participated in or 
are familiar with cybersecurity workshops or training sessions. 
This program has a relatively lower level of participation 

However, it is notable that nearly half of 
those who engaged in these workshops reported a positive 
impact, which suggests that this interactive approach is 

 
Similar to cybersecurity workshops, around 18% of 
respondents have been exposed to online security awareness 
courses or modules. Interestingly, nearly half of these 
respondents found the courses effective. This indicates the 
potential of online modules to efficiently convey security 
concepts to a wider audience.
have been a part of phishing simulations and awareness 
campaigns. Although this program has a moderate 
participation rate, it still managed to impact about 44% of 
those who took part. This suggests that simulated attacks can 
effectively illustrate the dangers of phishing and enhance 
vigilance among users. The highest participation rate, at 
around 22%, was observed in the category of regular 
communication about network security best practices. This 
indicates that consistent reminders 
newsletters are widely adopted. Moreover, an impressive 61% 
of respondents noted the positive impact of these 
communications, emphasizing their role in maintaining a 
security-conscious environment.
respondents (approximately 12.5%) reported exposure to 
cybersecurity topics in the academic curriculum. Despite the 
relatively lower participation, over a third of these participants 
found this approach beneficial. This highlights the potential of 
integrating security concepts into educational programs.
 
Effectiveness Of User Education and Awareness 
Programs: The study examined how effective respondents 
thought the user education and awareness programs have been 
in enhancing your understanding of network security and 
promoting best practices and the results are revealed below:
 

 
The study found out that nearly half (48.8%) of the 
respondents expressed that user education and awareness 
programs have been highly effective in enhancing their 
understanding of network securit
practices. This indicates a significant positive impact and 
showcases the importance of these initiatives in improving 
cybersecurity knowledge and behaviors within academic 
institutions.  
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Similar to cybersecurity workshops, around 18% of 
have been exposed to online security awareness 

courses or modules. Interestingly, nearly half of these 
respondents found the courses effective. This indicates the 
potential of online modules to efficiently convey security 
concepts to a wider audience. Roughly 16% of respondents 
have been a part of phishing simulations and awareness 
campaigns. Although this program has a moderate 
participation rate, it still managed to impact about 44% of 
those who took part. This suggests that simulated attacks can 

vely illustrate the dangers of phishing and enhance 
The highest participation rate, at 

around 22%, was observed in the category of regular 
communication about network security best practices. This 
indicates that consistent reminders through emails and 
newsletters are widely adopted. Moreover, an impressive 61% 
of respondents noted the positive impact of these 
communications, emphasizing their role in maintaining a 

conscious environment. A smaller proportion of 
proximately 12.5%) reported exposure to 

cybersecurity topics in the academic curriculum. Despite the 
relatively lower participation, over a third of these participants 
found this approach beneficial. This highlights the potential of 

ncepts into educational programs. 

Effectiveness Of User Education and Awareness 
The study examined how effective respondents 
user education and awareness programs have been 

in enhancing your understanding of network security and 
oting best practices and the results are revealed below: 

 

The study found out that nearly half (48.8%) of the 
respondents expressed that user education and awareness 
programs have been highly effective in enhancing their 
understanding of network security and promoting best 
practices. This indicates a significant positive impact and 
showcases the importance of these initiatives in improving 
cybersecurity knowledge and behaviors within academic 
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About 22% of respondents considered the programs
moderately effective. While this percentage is smaller than the 
highly effective group, it still signifies that these programs 
have a positive influence on a substantial portion of the 
academic community. This group's perception suggests a 
valuable contribution to improving network security 
awareness. Approximately 17.1% of respondents found the 
programs to be somewhat effective. While the effectiveness 
might not be as pronounced as in the previous categories, this 
group still recognizes a positive impact on their understanding 
of network security and best practices. Their response implies 
room for further optimization of program delivery and content.
A small minority (2.3%) of respondents considered the 
programs to be ineffective in enhancing their 
network security. This percentage suggests that there is a need 
for improvement in certain aspects of these programs, possibly 
related to content, format, or delivery methods.
of respondents were unsure about the effectiveness 
programs. This uncertainty highlights the need for clearer 
communication and evaluation of the impact of these 
initiatives. Addressing this group's concerns could lead to 
more informed opinions about the value of user education and 
awareness programs. 
 
Section 2: Common Vulnerabilities and Best Practices
 
Familiarity with Common Vulnerabilities
sought to find out how familiar are the respondents with the 
common vulnerabilities that exist within academic networks 
and the findings were revealed as shown below:
 

 
The figure above shows that a notable proportion (22%) of 
respondents expressed being very familiar with common 
vulnerabilities that exist within academic networks. This group 
is likely to possess a solid understanding of the threa
challenges that academic networks face. Their awareness 
signifies a proactive approach toward network security.
majority of respondents (56.1%) reported being somewhat 
familiar with common vulnerabilities in academic networks. 
This indicates that a significant portion of the academic 
community possesses a basic understanding of potential 
threats. However, there is room for improvement in enhancing 
their awareness of specific vulnerabilities. 
respondents admitted to not being familia
vulnerabilities in academic networks. This group represents 
individuals who might be less informed about the potential 
risks that can impact network security.  
Their lack of familiarity underscores the need for increased 
education and awareness efforts. 
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Approximately 17.1% of respondents found the 

programs to be somewhat effective. While the effectiveness 
might not be as pronounced as in the previous categories, this 
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of network security and best practices. Their response implies 
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A small minority (2.3%) of respondents considered the 
programs to be ineffective in enhancing their understanding of 
network security. This percentage suggests that there is a need 
for improvement in certain aspects of these programs, possibly 
related to content, format, or delivery methods. Around 9.8% 
of respondents were unsure about the effectiveness of the 
programs. This uncertainty highlights the need for clearer 
communication and evaluation of the impact of these 
initiatives. Addressing this group's concerns could lead to 
more informed opinions about the value of user education and 

Common Vulnerabilities and Best Practices 

Familiarity with Common Vulnerabilities: This study 
sought to find out how familiar are the respondents with the 
common vulnerabilities that exist within academic networks 

aled as shown below: 

 

The figure above shows that a notable proportion (22%) of 
respondents expressed being very familiar with common 
vulnerabilities that exist within academic networks. This group 
is likely to possess a solid understanding of the threats and 
challenges that academic networks face. Their awareness 
signifies a proactive approach toward network security. The 
majority of respondents (56.1%) reported being somewhat 
familiar with common vulnerabilities in academic networks. 

t a significant portion of the academic 
community possesses a basic understanding of potential 
threats. However, there is room for improvement in enhancing 

 Around 22% of 
respondents admitted to not being familiar with common 
vulnerabilities in academic networks. This group represents 
individuals who might be less informed about the potential 

Their lack of familiarity underscores the need for increased 

Guidance or Training on Network Security Best Practices
The researcher sought to explore whether respondents have 
received specific guidance or training on network security best 
practices within their academic institution and the results are 
shown in the figure below: 
 

 
The findings shows that a relatively small proportion (7.3%) 
of respondents reported receiving extensive guidance or 
training on network security best practices within their 
academic institution. This group likely benefits 
education, which can significantly contribute to improved 
network security awareness and practices.
respondents (48.8%) indicated receiving guidance or training 
on network security best practices to some extent. This 
signifies that a significant portion of the academic community 
has been exposed to relevant information. However, the 
distribution suggests room for further expanding and 
enhancing these educational efforts.
respondents reported not receiving
network security best practices within their academic 
institution. This is a substantial proportion of the community 
that is currently missing out on valuable education related to 
safeguarding network security.
 
Ability To Identify and Address Common Network 
Security Vulnerabilities: The study examined how confident 
respondents are in their ability to identify and address common 
network security vulnerabilities and the findings are shown 
below: 
 

 
Study findings above illustrate that a small proportion (2.4%) 
of respondents expressed being very confident in their ability 
to identify and address common network security 
vulnerabilities. This group likely possesses a high level of 
expertise in the subject matter and is well
potential threats effectively. 
(7.3%) of respondents admitted to not feeling confident in 
their ability to identify and address common network security 
vulnerabilities.  
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r Training on Network Security Best Practices 
The researcher sought to explore whether respondents have 
received specific guidance or training on network security best 
practices within their academic institution and the results are 

 

The findings shows that a relatively small proportion (7.3%) 
of respondents reported receiving extensive guidance or 
training on network security best practices within their 
academic institution. This group likely benefits from in-depth 
education, which can significantly contribute to improved 
network security awareness and practices. The majority of 
respondents (48.8%) indicated receiving guidance or training 
on network security best practices to some extent. This 

that a significant portion of the academic community 
has been exposed to relevant information. However, the 
distribution suggests room for further expanding and 
enhancing these educational efforts. Approximately 43.9% of 
respondents reported not receiving any guidance or training on 
network security best practices within their academic 
institution. This is a substantial proportion of the community 
that is currently missing out on valuable education related to 
safeguarding network security. 

tify and Address Common Network 
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e that a small proportion (2.4%) 
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 A relatively small percentage 
(7.3%) of respondents admitted to not feeling confident in 
their ability to identify and address common network security 
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This group might benefit significantly from t
educational efforts to enhance their skills and confidence.
Approximately 41.5% of respondents indicated being slightly 
confident in their ability to identify and address common 
network security vulnerabilities. This group may have some 
basic knowledge but could benefit from additional education 
and training to boost their confidence and effectiveness.
majority (48.8%) of respondents reported being moderately 
confident in their ability to identify and address common 
network security vulnerabilities. This suggests that a 
significant portion of the academic community feels 
reasonably competent in this area. This level of confidence is 
encouraging but still leaves room for further skill 
development. 
 
Section 3: Impact Assessment 
 
Positive Changes in Network Security Practices
sought to find out if respondents had noticed any positive 
changes in network security practices within the academic 
institution since the implementation of user education and 
awareness programs and the findings are shown below:
 

 
The study findings as revealed in the figure above shows that a 
small percentage (2.5%) of respondents reported noticing 
significant improvements in network security practices within 
their academic institution since the implementation of us
education and awareness programs. This group likely observed 
substantial positive changes in the way security is approached.
The largest portion (39%) of respondents indicated noticing 
some improvements in network security practices. This 
signifies that a significant number of individuals have 
observed positive changes, albeit not necessarily 
transformational ones. This response suggests a positive 
impact on security behaviors. Approximately 28.6% of 
respondents reported no noticeable changes in network 
security practices since the implementation of user education 
and awareness programs. This suggests that there might be 
room for enhancing the effectiveness of these programs or 
improving communication about their impact.
of respondents were unsure about the impact of user education 
and awareness programs on network security practices. This 
group's uncertainty highlights the need for more transparent 
communication about the outcomes of these programs to 
showcase their effectiveness. 
 
Adoption of new network security practices
investigated if respondents had personally adopted any new 
network security practices or taken specific actions as a result 
of the user education and awareness programs and the findings 
are shown below: 
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From the figure above, it is revealed that a small proportion 
(14.6%) of respondents reported extensively adopting new 
network security practices or taking specific actions due to 
user education and awareness programs. This group has 
translated their knowledge into significant changes in their 
security behaviors, which is a positive indication of the impact 
of these programs. Approximately 17.1% of respondents 
reported not adopting any new network security practices or 
taking specific actions as a result of the 
might need further encouragement, support, or clarification on 
the practical steps to take after learning about security best 
practices. The majority (68.3%) of respondents indicated 
adopting new network security practices to some exte
result of the education and awareness programs. This suggests 
that a significant portion of the academic community is 
making efforts to implement improved security measures 
based on the knowledge gained.
 
Key Benefits of User Education and Awarenes
The study sought to examine what are the key benefits of user 
education and awareness programs in enhancing network 
security within academic institutions and the results are shown 
below: 
 

 
The graph shows that the benefit that received the hi
percentage of cases was "Increased awareness of potential 
threats and risks," with 90.2% of respondents acknowledging 
this advantage. This reflects the effectiveness of these 
programs in educating participants about the various threats 
that could compromise network security.
78.0% of respondents recognized the benefit of "Improved 
ability to recognize and report security incidents." This 
highlights the importance of these programs in empowering 
individuals to become vigilant about securi
take appropriate actions. The adoption of best practices for 
password management and data protection was noted by 
68.3% of respondents as a key benefit. 
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percentage of cases was "Increased awareness of potential 
threats and risks," with 90.2% of respondents acknowledging 
this advantage. This reflects the effectiveness of these 
programs in educating participants about the various threats 

promise network security. Approximately 
78.0% of respondents recognized the benefit of "Improved 
ability to recognize and report security incidents." This 
highlights the importance of these programs in empowering 
individuals to become vigilant about security incidents and 

The adoption of best practices for 
password management and data protection was noted by 
68.3% of respondents as a key benefit.  
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This reflects the impact of these programs in promoting safe 
practices for safeguarding sensitive information.
of respondents acknowledged the benefit of a "Reduction in 
successful phishing attempts and social engineering attacks." 
This suggests that these programs contribute significantly to 
equipping individuals with skills to detect and counter these 
types of attacks. The benefit of "Enhanced collaboration and 
information sharing on security concerns" resonated with 
63.4% of respondents. This underscores the role of these 
programs in fostering a culture of open communication a
shared responsibility for security. 
 
Effectiveness of User Education and Awareness Programs
The researcher sought to find out how would the respondents 
rate the overall effectiveness of user education and awareness 
programs in enhancing network security within the academic 
institution and the study found out the following:
 

 
The findings reveal that a quarter (24.4%) of respondents 
regarded user education and awareness programs as highly 
effective in enhancing network security within the academic 
institution. This group's perception suggests that these 
programs have made a significant positive impact on security 
practices and awareness. The same percentage (17.1%) of 
respondents considered the programs somewhat effective. This 
group's response indicates a recognition of the value of these 
initiatives but suggests that there might be factors hindering 
their optimal impact. Another 17.1% of respondents perceived 
the programs as ineffective in enhancing network security. 
This response raises concerns about the content, delivery, or 
overall execution of these programs. Addressing the needs and 
concerns of this group is crucial for enhancing their impact.
Approximately 14.6% of respondents were unsure about the 
overall effectiveness of user education and awar
programs. Their uncertainty underscores the importance of 
transparent communication about the goals, outcomes, and 
benefits of these programs.  Around 26.8% of respondents 
rated the programs as moderately effective. This suggests that 
a substantial portion of the academic community recognizes a 
positive impact but believes that there is room for further 
improvement in the effectiveness of these initiatives.
Respondents were asked to provide any additional comments 
or suggestions regarding user education and awareness 
programs for enhancing network security in academic 
institutions. The thematic analysis has brought forth a series of 
key considerations that merit attention for further refining and 
strengthening these programs. First and foremost, the 
consensus among participants underscores the integral role of 
these programs in the broader context of network security 
enhancement. Such consensus reflects an acknowledgment 
within academic communities that these programs are pivotal 
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transparent communication about the goals, outcomes, and 

Around 26.8% of respondents 
rated the programs as moderately effective. This suggests that 

ortion of the academic community recognizes a 
positive impact but believes that there is room for further 
improvement in the effectiveness of these initiatives. 
Respondents were asked to provide any additional comments 

on and awareness 
programs for enhancing network security in academic 

The thematic analysis has brought forth a series of 
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these programs in the broader context of network security 
enhancement. Such consensus reflects an acknowledgment 
within academic communities that these programs are pivotal 

to ensuring the protection of sensitive data, intellectual 
property, and the uninterrupted functioning of academic 
activities. To elevate the efficacy of user education and 
awareness initiatives, it is imperative to establish robust 
mechanisms for continuous evaluation and feedb
mechanisms will enable institutions to gauge the effectiveness 
of their programs continually, adapting to emerging threats 
and evolving best practices. As noted in the thematic analysis, 
regular training sessions, workshops, and webinars must be
integral part of these initiatives, ensuring that users remain 
apprised of the swiftly evolving cybersecurity landscape. 
Respondents commented that: 
 
"To further enhance user education and awareness programs 
for network security in academic institutio
regularly assess the effectiveness of these programs through 
feedback mechanisms and evaluations." 
that “Conduct regular training sessions, workshops, and 
webinars to keep users updated on the latest cybersecurity 
threats, best practices, and institutional security policies."
 
Furthermore, a peer-to-peer learning model, as suggested, 
holds the potential to be highly effective. Leveraging 
individuals with advanced cybersecurity knowledge as 
mentors or ambassadors provides a practical channel for 
sharing experiences, offering guidance, and cultivating a 
culture of security consciousness. This can be seen by a 
response that: 
 
"Encourage a peer-to-peer learning approach by involving 
cybersecurity-conscious individuals as mentors or 
ambassadors who can share their knowledge and experiences 
with other users." 
 
Tailoring educational materials to the specific audienc
academic institutions emerges as another vital consideration. 
The incorporation of cybersecurity basics for individuals not 
directly engaged in the field is an innovative approach, 
effectively extending the protective reach of these programs.
Moreover, cybersecurity threats evolve continuously. Thus, 
continuous education is a prerequisite for staying ahead of 
emerging threats. This underlines the necessity of periodic 
security updates and newsletters. These platforms serve not 
only as informative tools but also as communication channels 
through which users can stay informed about the latest threats, 
preventive measures, and institutional security measures.
Fostering a culture of shared cybersecurity responsibility, as 
suggested, can be realized by o
institutional leadership. The active support of administrators, 
deans, and department heads is instrumental in emphasizing 
the imperative nature of cybersecurity as a top institutional 
priority. These findings are evidenced by responde
reported that: 
 

"Emphasize the importance of cybersecurity as a shared 
responsibility. Encourage all members of the academic 
community to be proactive in safeguarding their data and 
devices." And another commented that 
institutional leadership, including administrators, deans, and 
department heads. Their backing will help create a culture 
where cybersecurity is a top priority for everyone."
 
The matter of phishing, a prominent attack vector, requires 
specialized attention within these programs. The suggestion to 
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educate users on recognizing phishing attempts, verifying 
suspicious emails, and the importance of not engaging with 
unknown links or divulging sensitive information is both 
timely and crucial. A respondent also commented that: 
"Phishing is a common attack vector. Teach users how to 
recognize phishing attempts, how to verify suspicious emails, 
and the importance of not clicking on unknown links or 
providing sensitive information." And that in engaging 
strategies "Encourage a peer-to-peer learning approach by 
involving cybersecurity-conscious individuals as mentors or 
ambassadors who can share their knowledge and experiences 
with other users." 
 
Moreover, the idea of incorporating real-life case studies or 
examples of cybersecurity incidents affecting academic 
institutions is noteworthy. Such narratives offer a contextual 
lens through which users can relate to cybersecurity practices, 
further underscoring their significance. 
 
Discussion of Findings 
 
The finding that many internet users lack fundamental 
knowledge and awareness of online risks aligns with the study 
by Shillair (2022). Shillair emphasizes the significance of 
education and awareness programs, highlighting the need to 
address this knowledge gap. This alignment underscores the 
importance of bridging this awareness deficit through tailored 
academic institution programs. Richardson et al. (2023) assert 
that human factors play a pivotal role in information security 
and that employee awareness is crucial. Their findings align 
with the discussion on the responsibility of individual users 
within academic institutions. This alignment emphasizes the 
importance of comprehensive awareness programs among 
students, faculty, and staff to mitigate security risks 
effectively. The study by Tudosi et al. (2023) highlights the 
presence of common vulnerabilities in network security, 
emphasizing the need for proactive vulnerability management. 
This aligns with the discussion on user education and 
awareness programs. It underscores the value of these 
programs in educating stakeholders about network security 
vulnerabilities and fostering a proactive cybersecurity culture 
within academic institutions. 
 
Johnson's research (2021) underscores the rapid expansion of 
global internet access and the associated risks. The finding that 
nearly 60% of the world's population is online aligns with the 
context of academic institutions' reliance on digital 
connectivity. It emphasizes the need for robust cybersecurity 
education and awareness programs to safeguard academic 
networks in this era of widespread internet usage. The 
discussion on the effectiveness of user education and 
awareness programs aligns with the various studies. It reveals 
that while a significant percentage of respondents find these 
programs effective, there is room for improvement. This aligns 
with the notion that tailored educational efforts should 
continuously evolve to address emerging threats and user 
needs effectively. The findings regarding positive changes in 
network security practices mirror the impact of user education 
and awareness programs. It highlights that these initiatives 
contribute to observed improvements in security practices 
within academic institutions. The discussion on the adoption 
of new network security practices underscores the influence of 
user education and awareness programs on individual 

behavior. This alignment reinforces the idea that these 
programs empower users to implement best practices. The 
identified benefits of user education and awareness programs, 
such as increased awareness of threats and improved ability to 
recognize security incidents, resonate with the goals of these 
initiatives. It shows that these programs successfully deliver 
key advantages that contribute to enhanced network security 
within academic institutions. The assessment of the overall 
effectiveness of these programs aligns with the findings across 
studies. It underscores the importance of continuous 
improvement and transparent communication to maximize the 
impact of these initiatives. 
 

CONCLUSION 
 
In conclusion, the findings and discussions presented herein 
underscore the paramount importance of user education and 
awareness programs in the realm of network security within 
academic institutions. The alignment of these findings with 
pertinent studies illuminates the critical role these programs 
play in addressing the global challenge of cybersecurity. As 
the world's population continues to connect to the internet at 
an unprecedented scale, the necessity for robust security 
practices becomes increasingly evident. The literature reveals 
that while there is a notable degree of effectiveness attributed 
to these initiatives, there remains room for refinement and 
expansion. The benefits of heightened awareness, improved 
incident recognition, and the adoption of best practices 
highlight the substantial positive impact that these programs 
can wield. Therefore, in the pursuit of enhanced network 
security, academic institutions must prioritize the ongoing 
development and implementation of user education and 
awareness programs, ensuring that these initiatives evolve 
alongside the dynamic landscape of cybersecurity threats and 
the ever-growing responsibilities of individual users. 
 
Recommendations 
 
Recommendations for Faculty: Incorporate Cybersecurity 
Awareness in Course Content: Faculty members should 
integrate basic cybersecurity principles and practices into their 
course content, irrespective of the subject they teach. This will 
help raise awareness among students and establish a culture of 
cybersecurity as an essential life skill. Participate in Ongoing 
Cybersecurity Training: Faculty should engage in regular 
cybersecurity training and professional development sessions. 
This will not only enhance their personal knowledge but also 
enable them to stay updated with the latest security threats and 
best practices, which they can then share with their students. 
 
Recommendations for IT Staff 
 
Implement Regular Security Audits: IT staff should conduct 
routine security audits of the institution's network 
infrastructure and systems. Identifying vulnerabilities 
proactively can prevent potential breaches.  
 
Enhance User Training Programs: Collaborate with faculty 
to develop comprehensive and engaging cybersecurity training 
programs for both faculty and students. These programs 
should encompass various aspects of network security, such as 
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safe online behavior, recognizing phishing attempts, and 
securing personal devices. 
 
Recommendations for Students 
 
Take Advantage of Available Training: Students should 
actively participate in cybersecurity training programs 
provided by their academic institutions. This knowledge will 
not only help protect their personal information but also 
contribute to the overall security of the academic network. 
Practice Good Cyber Hygiene: Encourage students to practice 
good cyber hygiene by regularly updating passwords, 
installing and updating security software, and being cautious 
while clicking on links or downloading files. Personal 
responsibility in maintaining security is vital in a shared 
network environment. 
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